
 
 



 

 

 

 

 

 

 

 

 

 
Comment on CAP from Michigan Office of the Auditor General (02/12/2024, 2:50 PM) 
This statement is misleading as noted in the Auditor's Comments on page 11 of the audit report.  We consider 
"backdoor" access for systems containing confidential data to be a significant risk, especially when the access 
circumvents the State's MiLogin controls.  

 

https://audgen.michigan.gov/wp-content/uploads/2023/02/r391059322-5931.pdf


 

 

 

 

 

 
 
 
 

Comment on CAP from Michigan Office of the Auditor General (02/12/2024, 2:50 PM) 
This statement is misleading as noted in the Auditor's Comments on page 14 of the audit report.  MDHHS was unable 
to provide a comprehensive listing for all current roles available within the system. 

Comment on CAP from Michigan Office of the Auditor General (02/12/2024, 2:50 PM) 
This statement is misleading as noted in the Auditor's Comments on page 14 of the audit report.  MDHHS did not 
provide us with any documentation to support this.  Also, MDHHS's VERA User Guide contradicts their assertion 
users can enter data only into VERA at their primary assigned location.   

 

https://audgen.michigan.gov/wp-content/uploads/2023/02/r391059322-5931.pdf
https://audgen.michigan.gov/wp-content/uploads/2023/02/r391059322-5931.pdf


 

 

 

 

 

Comment on CAP from Michigan Office of the Auditor General (02/12/2024, 2:50 PM) 
These statements are misleading as noted in the Auditor's Comments on page 15 of the audit report.  MDHHS's 
process was not fully established,  because we noted 174 accounts had last login dates of more than 60 days prior to 
the start of the public health emergency.  If MDHHS had a fully established process, these accounts would have been 
disabled within the system.  

 
 
 
 

 

https://audgen.michigan.gov/wp-content/uploads/2023/02/r391059322-5931.pdf


 

 

 

Comment on CAP from Michigan Office of the Auditor General (02/12/2024, 2:50 PM) 
These statements are misleading as noted in the Auditor's Comments on page 15 of the audit report.    
BOLLIMS's and NBSLIMS's access forms and processes were missing key controls as noted in the Auditor's 
Comments.  MDHHS's process to lock and retire accounts does not meet SOM technical standards, and MDHHS 
does not have an approved exception to not follow the standards. 

 
 

Comment on CAP from Michigan Office of the Auditor General (02/12/2024, 2:50 PM) 
This statement is misleading as noted in the Auditor's Comments on page 16 of the audit report.  MDHHS's process 
to lock inactive accounts after 90 days does not follow SOM technical standards, nor did MDHHS have an approved 
exception.  MDHHS cannot be certain DTMB revoked or disabled Active Directory account access in a timely manner 
as noted in our July 2017 Statewide Windows Active Directory Environments performance audit report (071-0564-16). 
 
Comment on CAP from Michigan Office of the Auditor General (02/12/2024, 2:50 PM) 
This statement is misleading.  Although MDHHS asserts the system does not currently automatically inactivate users, 
MDHHS did not mention during audit fieldwork the system did not have the capability to do so.   

Comment on CAP from Michigan Office of the Auditor General (02/12/2024, 2:50 PM) 
This statement is misleading as noted in the Auditor's Comments on page 16 of the audit report.  MDHHS cannot 
determine if user roles are proper because the access form and processes do not capture key controls needed to 
ensure access is appropriate. 
 

 

 

https://audgen.michigan.gov/wp-content/uploads/2023/02/r391059322-5931.pdf
https://audgen.michigan.gov/wp-content/uploads/2023/02/r391059322-5931.pdf
https://audgen.michigan.gov/wp-content/uploads/2017/07/r071056416-9876.pdf
https://audgen.michigan.gov/wp-content/uploads/2023/02/r391059322-5931.pdf


 

 

Comment on CAP from Michigan Office of the Auditor General (02/09/2024, 1:05 PM) 
The VERA application was inadvertently left out and should be included with MDSS as originally stated in MDHHS's 
published agency response. 

 

 

 

 

 

 

 

 



 



 

 


