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The State Treasury Accounts Receivable System (STAR) is a mainframe computer
system used by the Office of Collections within the Department of Treasury to
manage and process all delinquent individual and business taxes and other debts
owed to the State of Michigan. Individual and business taxes and debts include
sales, use, and withholding taxes; Michigan business taxes; individual income taxes;
and driver responsibility fees. The Department of Technology, Management, and
Budget (DTMB) provides information technology support services for STAR.
Audit Objective:
To assess the effectiveness of the
Department of Treasury's efforts to
ensure the accuracy and completeness of
the write-off of delinquent accounts by
STAR.
Audit Conclusion:
We concluded that the Department of
Treasury's efforts to ensure the accuracy
and completeness of the write-off of
delinquent accounts by STAR were
moderately effective.
We noted one
material condition (Finding 1).
Material Condition:
The Department of Treasury did not
accurately and completely write off
uncollectible delinquent tax assessments
in STAR (Finding 1).

~~~~~~~~~~
Audit Objective:
To assess the effectiveness of the
Department of Treasury's and DTMB's
efforts to ensure that STAR accurately

reports year-end tax accrual information
for the State of Michigan Comprehensive
Annual Financial Report (SOMCAFR).
Audit Conclusion:
We concluded that the Department of
Treasury's and DTMB's efforts to ensure
that STAR accurately reports year-end
tax accrual information for the SOMCAFR
were moderately effective. We noted
one reportable condition (Finding 2).
Reportable Condition:
The Department of Treasury and DTMB
did not review STAR programming logic
to ensure that collectibility percentages
were accurately reported for the
SOMCAFR (Finding 2).

~~~~~~~~~~
Audit Objective:
To assess the effectiveness of the
Department of Treasury's and DTMB's
efforts to ensure the accurate calculation
of penalty and interest on delinquent
accounts by STAR.

Audit Conclusion:
We concluded that the Department of
Treasury's and DTMB's efforts to ensure
the accurate calculation of penalty and
interest on delinquent accounts by STAR
were moderately effective. We noted
one reportable condition (Finding 3).
Reportable Condition:
The Department of Treasury did not
program STAR to accurately calculate
penalty and interest on all delinquent
accounts (Finding 3).

~~~~~~~~~~
Audit Objective:
To assess the effectiveness of the
Department of Treasury's and DTMB's
efforts to ensure appropriate security and
access controls over STAR.
Audit Conclusion:
We concluded that the Department of
Treasury's and DTMB's efforts to ensure
appropriate security and access controls
over STAR were moderately effective.
We noted three reportable conditions
(Findings 4 through 6).
Reportable Conditions:
The Department of Treasury had not
established effective access controls over
STAR (Finding 4).

The Department of Treasury had not fully
established segregation of duties over
STAR transactions (Finding 6).

~~~~~~~~~~
Audit Objective:
To assess the effectiveness of the
Department of Treasury's efforts to
ensure the accurate and complete input
of delinquent account information into
STAR.
Audit Conclusion:
We concluded that the Department of
Treasury's and DTMB's efforts to ensure
the accurate and complete input of
delinquent account information into STAR
were effective. Our audit report does not
include any reportable conditions related
to this audit objective.

~~~~~~~~~~
Agency Response:
Our audit report contains 6 findings and
6 corresponding recommendations. The
Department of Treasury and DTMB's
preliminary responses indicate that they
agree with 3 recommendations and have
complied or will comply with them. The
Department of Treasury partially agrees
with the other 3 recommendations.

~~~~~~~~~~

The Department of Treasury had not fully
established change management controls
in STAR (Finding 5).
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March 7, 2014
Mr. R. Kevin Clinton
State Treasurer
Richard H. Austin Building
Lansing, Michigan
and
Mr. David B. Behen, Director and Chief Information Officer
Department of Technology, Management, and Budget
Lewis Cass Building
Lansing, Michigan
Dear Mr. Clinton and Mr. Behen:
This is our report on the performance audit of the State Treasury Accounts Receivable
System, Department of Treasury and Department of Technology, Management, and
Budget.
This report contains our report summary; a description of system; our audit objectives,
scope, and methodology and agency responses; comments, findings,
recommendations, and agency preliminary responses; and a glossary of abbreviations
and terms.
Our comments, findings, and recommendations are organized by audit objective. The
agency preliminary responses were taken from the agencies' responses at the end of
our audit fieldwork. The Michigan Compiled Laws and administrative procedures
require that the audited agencies develop a plan to comply with the audit
recommendations and submit it within 60 days after release of the audit report to the
Office of Internal Audit Services, State Budget Office. Within 30 days of receipt, the
Office of Internal Audit Services is required to review the plan and either accept the plan
as final or contact the agencies to take additional steps to finalize the plan.
We appreciate the courtesy and cooperation extended to us during this audit.
Sincerely,

Thomas H. McTavish, C.P.A.
Auditor General
271-0590-13
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Description of System

The State Treasury Accounts Receivable System (STAR) is a mainframe computer
system used by the Office of Collections within the Department of Treasury to manage
and process all delinquent individual and business taxes and other debts owed to the
State of Michigan. Individual and business taxes and debts include sales, use, and
withholding taxes; Michigan business taxes; individual income taxes; and driver
responsibility fees.
STAR contained over one million tax and non-tax delinquent accounts totaling $3.76
billion as of September 30, 2012. These accounts include taxes due from individuals
and businesses such as delinquent sales, use, and withholding taxes; single business
taxes; Michigan business taxes; individual income taxes; and other miscellaneous
taxes. Tax accounts made up 73% of the delinquent accounts in STAR for fiscal years
2009-10 through 2011-12. Other State agencies and departments, courts, counties,
and universities also provide records of delinquent accounts for input into STAR. These
accounts include amounts due from individuals for delinquent driver responsibility fees,
community health fees, and other fees. These accounts made up 27% of the delinquent
accounts in STAR for fiscal years 2009-10 through 2011-12. Each account in STAR
can be composed of one or more assessments*. Assessments relate to an individual
delinquent tax or non-tax filing. The following table summarizes the total amount of
delinquent accounts for fiscal years 2009-10 through 2011-12:

2009-10
Sales tax
Individual income tax
Withholding tax
Michigan business tax
Single business tax
Use tax
Corporate income tax
Other miscellaneous taxes
Total delinquent tax accounts
Total delinquent non-tax accounts
Total delinquent accounts

Fiscal Year
2010-11

2011-12

$ 688,691,504
611,761,369
504,203,600
25,495,004
441,054,043
191,741,427

$ 716,149,049
594,182,895
485,119,021
61,148,638
412,844,763
186,953,086

137,507,373
$2,600,454,319
874,332,637

116,005,850
$2,572,403,302
979,590,572

$ 683,903,480
588,146,775
434,967,975
365,331,204
353,961,645
155,164,419
1,350
128,615,081
$2,710,091,928
1,053,418,549

$3,474,786,956

$3,551,993,875

$3,763,510,477

* See glossary at end of report for definition.
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Delinquent account data in STAR is used by the Department of Treasury to administer
the collections process. The collections process includes pursuing enforcement action,
calculating penalty and interest on accounts, tracking collection status and activity, and
determining when to write off delinquent accounts. The Department of Treasury's
various tax divisions electronically send automated files containing the delinquent
accounts to STAR on a daily basis.
The following table summarizes the total delinquent accounts, collections, and
write-offs* processed by STAR for fiscal years 2009-10 through 2011-12:

STAR Processing Activity

2009-10

Fiscal Year
2010-11

Total delinquent accounts
Total collections
Total write-offs

$ 3,474,786,956
$ 480,721,144
$ 221,125,566

$ 3,551,993,875
$ 443,179,841
$ 221,294,802

2011-12
$ 3,763,510,477
$ 449,724,455
$ 215,448,916

STAR was developed and implemented in 1987. The Department of Technology,
Management, and Budget provides information technology* support services for STAR.
As of April 29, 2013, there were 1,034 STAR user accounts for system users at the
Department of Treasury, Bureau of State Lottery, Michigan Gaming Control Board,
other State agencies and departments, courts, counties, and universities. The
Department of Treasury assigns a custom level of access in STAR based on a user's
job function. All tax data in STAR is considered confidential.

* See glossary at end of report for definition.
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Audit Objectives, Scope, and Methodology
and Agency Responses

Audit Objectives
Our performance audit* of the State Treasury Accounts Receivable System (STAR),
Department of Treasury and Department of Technology, Management, and Budget
(DTMB), had the following objectives:
1.

To assess the effectiveness* of the Department of Treasury's efforts to ensure the
accuracy and completeness of the write-off of delinquent accounts by STAR.

2.

To assess the effectiveness of the Department of Treasury's and DTMB's efforts to
ensure that STAR accurately reports year-end tax accrual information for the State
of Michigan Comprehensive Annual Financial Report* (SOMCAFR).

3.

To assess the effectiveness of the Department of Treasury's and DTMB's efforts to
ensure the accurate calculation of penalty and interest on delinquent accounts by
STAR.

4.

To assess the effectiveness of the Department of Treasury's and DTMB's efforts to
ensure appropriate security* and access controls* over STAR.

5.

To assess the effectiveness of the Department of Treasury's and DTMB's efforts to
ensure the accurate and complete input of delinquent account information into
STAR.

Audit Scope
Our audit scope was to examine the information processing and other records of the
State Treasury Accounts Receivable System. We conducted this performance audit in
accordance with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable basis for our
findings and conclusions based on our audit objectives. Our audit procedures, which
* See glossary at end of report for definition.
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included a preliminary survey, audit fieldwork, report preparation, analysis of agency
responses, and quality assurance, generally covered the period October 1, 2010
through June 30, 2013.
Audit Methodology
We conducted a preliminary survey of security and access controls over STAR and the
input, processing, and output of STAR data. We obtained an understanding of the
Office of Collections' process for collecting delinquent accounts using STAR. We used
the results of our preliminary survey to determine the extent of our detailed analysis and
testing.
To accomplish our first objective, we interviewed Office of Collections and DTMB staff
and reviewed the Department of Treasury policy and system documentation to gain an
understanding of the STAR write-off programs. We reviewed the Department of
Treasury's write-off process performed in June 2013. We randomly sampled and
evaluated write-offs that had been approved as uncollectible*. Also, we analyzed the
accuracy and completeness of the write-off programs to determine if all uncollectible
assessments were appropriately written off.
To accomplish our second objective, we interviewed Office of Collections and DTMB
staff and reviewed system documentation to gain an understanding of the year-end tax
accrual reports prepared for the SOMCAFR. We reviewed tax accrual reports prepared
in May 2013. Also, we replicated the May 2013 reports to ensure the accuracy and
completeness of the tax delinquency information presented in the year-end tax accrual
reports.
To accomplish our third objective, we interviewed Office of Collections and DTMB staff
and reviewed the Department of Treasury policy and system documentation to gain an
understanding of the penalty and interest program in STAR. Also, we performed
recalculations of the May 2013 penalty and interest program.
To accomplish our fourth objective, we interviewed Office of Collections and DTMB staff
and reviewed the Department of Treasury policies and procedures to obtain an
understanding of the security and access controls over STAR. We compared Office of

* See glossary at end of report for definition.

10
271-0590-13

Collections practices to Control Objectives for Information and Related Technology*
(COBIT) best practices to identify risks related to security and access in STAR. Also,
we judgmentally selected and evaluated the access rights of user accounts for
appropriateness with job roles and responsibilities.
To accomplish our fifth objective, we interviewed Office of Collections staff to obtain an
understanding of the input of delinquent account information into STAR. We performed
analytical review of data in STAR for irregularities in the input process. Also, we
judgmentally sampled payments input into STAR to determine if all payment data was
received and properly applied to accounts.
When selecting activities or programs for audit, we use an approach based on
assessment of risk and opportunity for improvement. Accordingly, we focus our audit
efforts on activities or programs having the greatest probability for needing improvement
as identified through a preliminary survey. Our limited audit resources are used, by
design, to identify where and how improvements can be made. Consequently, we
prepare our performance audit reports on an exception basis.
Agency Responses
Our audit report contains 6 findings and 6 corresponding recommendations. The
Department of Treasury and DTMB's preliminary responses indicate that they agree
with 3 recommendations and have complied or will comply with them. The Department
of Treasury partially agrees with the other 3 recommendations.
The agency preliminary response that follows each recommendation in our report was
taken from the agencies' written comments and oral discussion at the end of our audit
fieldwork. Section 18.1462 of the Michigan Compiled Laws and the State of Michigan
Financial Management Guide (Part VII, Chapter 4, Section 100) require the Department
of Treasury and DTMB to develop a plan to comply with the audit recommendations and
submit it within 60 days after release of the audit report to the Office of Internal Audit
Services, State Budget Office. Within 30 days of receipt, the Office of the Internal Audit
Services is required to review the plan and either accept the plan as final or contact the
agencies to take additional steps to finalize the plan.

* See glossary at end of report for definition.
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COMMENTS, FINDINGS, RECOMMENDATIONS,
AND AGENCY PRELIMINARY RESPONSES

12
271-0590-13

EFFORTS TO ENSURE THE ACCURACY AND COMPLETENESS
OF THE WRITE-OFF OF DELINQUENT ACCOUNTS
COMMENT
Audit Objective: To assess the effectiveness of the Department of Treasury's efforts to
ensure the accuracy and completeness of the write-off of delinquent accounts by the
State Treasury Accounts Receivable System (STAR).
Audit Conclusion: We concluded that the Department of Treasury's efforts to
ensure the accuracy and completeness of the write-off of delinquent accounts by
STAR were moderately effective.
Our audit conclusion was based on our audit efforts as described in the audit scope and
audit methodology sections and the resulting material condition* noted in the comments,
findings, recommendations, and agency preliminary responses section.
We noted one material condition related to the write-off of uncollectible delinquent tax
assessments in STAR (Finding 1). In our professional judgment, this matter is more
severe than a reportable condition* and could adversely affect the judgment of an
interested person concerning the effectiveness and/or efficiency of the program.
We applied our audit procedures to the delinquent account balance and reviewed the
write-off of accounts for the month of May 2013. We concluded that the identified
conditions related to writing off delinquent assessments resulted in a material condition
because, without a change to the STAR write-off process or computer programs, similar
conditions will continue to occur in the future. Also, we evaluated qualitative factors,
such as the lack of known instances of fraud, the ability to provide service, and security
risks, and nothing came to our attention that had a significant impact on our conclusion.
In reaching our conclusion, we considered the material condition and the overall
accuracy and completeness of the write-off of delinquent accounts in STAR, specifically
the substantial amount of write-offs ($215.4 million in fiscal year 2012-13) that the
Department of Treasury accurately processed. We believe that the results of our audit
efforts provide a reasonable basis for our audit conclusion for this audit objective.

* See glossary at end of report for definition.
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FINDING
1.

Write-Off of Uncollectible Delinquent Tax Assessments in STAR
The Department of Treasury did not accurately and completely write off
uncollectible delinquent tax assessments in STAR. Without accurate and complete
write-offs, there is an increased risk that the taxes receivable and tax revenue
reported in the State of Michigan Comprehensive Annual Financial Report
(SOMCAFR) could be misstated.
According to Section 600.5813 of the Michigan Compiled Laws, the statute of
limitations* on collections is generally six years from the date that claims accrue.
Revenue Administration Bulletin 1993-15 further states that the statute of
limitations can be extended for voluntary payments, acknowledgment of debt, or
mutual agreement to extend. An assessment is considered uncollectible and
should be written off in STAR after six years without a voluntary payment,
acknowledgment of debt, or mutual agreement to extend.
The Office of
Collections, Department of Treasury, runs an automated program in STAR to
identify and write off uncollectible assessments.
Our review of the STAR write-off process and computer programs disclosed:
a.

The Department of Treasury did not ensure the timely approval of the write-off
of delinquent tax assessments in STAR. Uncollectible assessments require
approval by Department of Treasury management before an assessment can
be written off in STAR. As of May 2013, we noted that 2,439 tax assessments
totaling $19,933,073 had been pending management approval from six
months to one year and that an additional 3,831 tax assessments totaling
$19,492,191 had been pending management approval for over one year.

b.

The Department of Treasury did not write off all uncollectible tax assessments
in STAR. We noted:
(1) The Department of Treasury did not write off uncollectible tax
assessments that exceeded the statute of limitations for collection when a
secondary liable assessment existed that also exceeded the statute of
limitations. A secondary liable assessment occurs when a taxpayer is

* See glossary at end of report for definition.
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liable for the tax delinquency of another taxpayer. As of June 6, 2013,
STAR did not write off 10,180 tax assessments totaling $25,760,573 that
should have been written off because both the primary and secondary
assessments exceeded the statute of limitations.
(2) The Department of Treasury did not program STAR to write off certain
uncollectible tax assessments that exceeded an extended statute of
limitations for collection. We determined that, as of June 6, 2013, STAR
did not write off 2,379 tax assessments totaling $2,926,746 for which an
extended statute of limitations date had expired and, therefore, the
assessments were uncollectible.
c.

The Department of Treasury did not monitor the write-off programs to ensure
that STAR wrote off all uncollectible tax assessments as intended. As of
May 4, 2013, STAR did not write off 1,464 tax assessments totaling
$5,517,791 that met the criteria for an uncollectible assessment. The
Department of Treasury informed us that these tax assessments met all the
write-off criteria; however, STAR did not write off the accounts.

STAR is an automated system that will continue to process the write-off of
delinquent tax assessments in the same manner in the current and future years
unless the computer programs are modified. Therefore, the Department of
Treasury should assess the feasibility of modifying STAR or implementing
compensating controls to ensure the accuracy of the STAR write-off process.
Without modifying the STAR write-off process or computer programs, the
assessment balances may be overstated and may affect internal reports or the
SOMCAFR.

RECOMMENDATION
We recommend that the Department of Treasury accurately and completely write
off uncollectible delinquent tax assessments in STAR.

AGENCY PRELIMINARY RESPONSE
The Department of Treasury agrees with the recommendation. The Department of
Treasury informed us that the assessments mentioned in Finding 1 account for less
than 2% of the receivables.
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With regard to part a. of the finding, the Department of Treasury informed us that it
will review its policies and implement strategies by June 2014 to ensure the timely
approval of the write-off of delinquent tax assessments.
With regard to part b.(1) of the finding, the Department of Treasury informed us that
it will implement compensating controls by June 2014 to ensure that it accurately
writes off secondary assessments that have exceeded the statute of limitations.
With regard to part b.(2) of the finding, the Department of Treasury agrees that
STAR write-off programs are designed to bypass assessments that exceeded their
statute of limitations for collection when a voluntary payment was made within six
years of the statute of limitations date. The Department of Treasury informed us
that the total value of the bypassed accounts represents less than 0.08% of
receivables. The Department of Treasury also informed us that it will conduct an
analysis of Department of Technology, Management, and Budget (DTMB)
programming costs compared to the benefit of automated versus manual
processing by September 2014 to determine if a STAR programming change
should be implemented.
With regard to part c. of the finding, the Department of Treasury agrees that it did
not monitor the write-off programs to ensure that the programs were writing off all
uncollectible accounts as designed. The Department of Treasury informed us that
the assessments not written off account for less than 0.15% of receivables. The
Department of Treasury also informed us that it will review its policies and
procedures and implement a process by June 2014 to monitor the write-off
programs.

EFFORTS TO ENSURE THAT STAR ACCURATELY REPORTS
YEAR-END TAX ACCRUAL INFORMATION
COMMENT
Audit Objective: To assess the effectiveness of the Department of Treasury's and
DTMB's efforts to ensure that STAR accurately reports year-end tax accrual information
for the SOMCAFR.
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Audit Conclusion: We concluded that the Department of Treasury's and DTMB's
efforts to ensure that STAR accurately reports year-end tax accrual information
for the SOMCAFR were moderately effective.
Our audit conclusion was based on our audit efforts as described in the audit scope and
audit methodology sections and the resulting reportable condition noted in the
comments, findings, recommendations, and agency preliminary responses section.
We noted one reportable condition related to year-end reporting (Finding 2). In our
professional judgment, this matter is less severe than a material condition but
represents an opportunity for improvement.
We applied our audit procedures to three year-end STAR reports using May 2013 data.
We considered the extent of the errors in the collectibility percentages and the impact
that the errors could have on the SOMCAFR. Also, we evaluated qualitative factors,
such as the lack of known instances of fraud and the ability to provide service, and
nothing came to our attention that had a significant impact on our conclusion.
In reaching our conclusion, we considered the reportable condition and the fact that the
errors noted did not result in materially inaccurate tax accrual reporting. We believe that
the results of our audit efforts provide a reasonable basis for our audit conclusion for
this audit objective.

FINDING
2.

Year-End Reporting
The Department of Treasury and DTMB did not review STAR programming logic*
to ensure that collectibility percentages were accurately reported for the
SOMCAFR. Without accurate reporting, taxes receivable and tax revenue could be
significantly misstated, causing a misrepresentation of the State of Michigan's
financial position.
The Office of Accounting Services, Department of Treasury, uses STAR reports to
calculate current and noncurrent taxes, interest and penalties receivable, and tax
revenue. The Office of Accounting Services requests three STAR reports from the
Office of Collections at each year-end: the gross receivable report, which

* See glossary at end of report for definition.
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calculates all outstanding assessments at year-end; the collectibility of
assessments report, which calculates the amount of prior year balances and two
years' prior balances collected in the current year; and the projected collectibility of
assessments report, which multiplies the collectibility percentages from the
collectibility of assessments report by the gross receivable amounts to estimate an
amount collectible in the next year and future years. The Office of Accounting
Services uses the STAR reports to calculate taxes receivable and tax revenue for
reporting in the annual SOMCAFR.
We replicated the three reports using May 2013 tax assessment data to test the
accuracy and completeness of the STAR tax accrual programming logic and the
calculations that the Office of Accounting Services uses for year-end financial
reporting. We noted:
a.

The Department of Treasury did not review STAR collectibility of assessment
reports to ensure that collectibility percentages were accurately reported for
the SOMCAFR. In preparation of the year-end reporting process, the Office of
Collections exports tax delinquency data from STAR to a file of outstanding
balances at year-end. The Department of Treasury maintains a yearly
outstanding balance file containing the prior years' assessment balances,
which are used in the calculation of collectibility percentages. Because of the
nature of tax assessments in Michigan, assessment balances are likely to vary
from one week to the next. The adjustment of assessment balances occurs
when the Department of Treasury receives new information regarding the tax
amount due and when additional penalty and interest are accrued.
Calculating collectibility percentages using current year payments and prior
year balances as of the prior year-end could result in overstated or
understated collectibility percentages.

b.

The Department of Treasury and DTMB did not program STAR to include all
delinquent tax balances in the projected collectibility of assessments report.
The projected collectibility of assessments report estimates the amount of
delinquent taxes that the Department of Treasury may collect in the current
and future years.
STAR programming logic inappropriately includes
assessments with a negative balance and excludes certain groups of balances
from the report. As a result, STAR understated the balance of total
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assessments and overstated the collectibility percentages. We determined
that the projected collectibility of assessments report was overstated by
$12,867,231 as of May 2013, which represents 4% of the total amount
reported.
c.

The Department of Treasury did not properly cut off outstanding assessment
balances at year-end. As a result, the Department of Treasury included new
year delinquent tax assessments in the file of prior year assessment balances.
We noted that 8,755 assessments as of May 2013 were improperly included in
the prior year balances, which overstated the projected collectibility of
assessments report by $3,014,828 or 1% of the total amount reported.

d.

The Department of Treasury and DTMB did not program STAR to properly
report the age of delinquent assessments on the year-end tax reports. STAR
categorizes assessments on year-end reports by number of days delinquent,
ranging from 1 to 60 days, 61 to 90 days, 91 to 180 days, 181 to 365 days,
1 to 2 years, and over 2 years. Each range has an associated collectibility
percentage that the Department of Treasury uses to estimate the amount that
will be collectible in the next fiscal year. For example, an assessment in the
1 to 60 days delinquent range had a significantly higher collectibility
percentage (43%) than an assessment in the over 2 years delinquent
range (7%). An assessment that is over 10,000 days delinquent should be
included in the over 2 years delinquent category. However, STAR incorrectly
categorized assessments that were delinquent by more than 9,999 days
because STAR contained only a four-digit field for days delinquent. As a
result, STAR inappropriately applied a significantly higher collectibility
percentage to assessments greater than 9,999 days delinquent. We noted
509 assessments over 10,000 days delinquent totaling $3,376,233 that were
improperly categorized in the wrong age range as of May 2013, which may
impact the year-end taxes receivable and tax revenue accounting entries.

e.

The Department of Treasury and DTMB did not ensure that STAR accurately
reported collectibility percentages on the collectibility of assessments report.
STAR programming logic did not include in the report all payments on
assessments that had multiple delinquent taxes. For example, if a taxpayer
submitted delinquent sales, use, and withholding taxes, STAR processed the
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sales tax payment but not the associated use and withholding tax payments.
As a result, as of May 2013, the projected collectibility of assessments report
was understated by $14,081,279, which represents 5% of the total amount
reported.
The amounts cited as overstated or understated in parts b. through e. are low in
relation to the total amount reported on the collectibility of assessments report and
do not represent material misstatements for the fiscal year 2012-13 SOMCAFR.
However, the issues noted in this finding will continue to occur in the future, unless
the Department of Treasury and DTMB modify the programs.

RECOMMENDATION
We recommend that the Department of Treasury and DTMB review STAR
programming logic to ensure collectibility percentages are accurately reported for
the SOMCAFR.

AGENCY PRELIMINARY RESPONSE
The Department of Treasury and DTMB agree with the recommendation.
With regard to part a. of the finding, the Department of Treasury informed us that it
will evaluate a DTMB solution based on the availability of programming staff to
ensure that STAR accurately reports collectibility percentages on the collectibility of
assessments report for fiscal year 2013-14.
With regard to part b. of the finding, the Department of Treasury and DTMB
informed us that they will evaluate and correct all delinquent tax balances to ensure
that the balances are appropriately included in the STAR collectibility of
assessments report for fiscal year 2013-14.
With regard to part c. of the finding, the Department of Treasury informed us that it
implemented a process in October 2013 to ensure that STAR financial data
exported by the Office of Collections will not include assessments already counted
in year-end reports.
With regard to part d. of the finding, the Department of Treasury and DTMB
informed us that they will evaluate a solution based on availability of programming
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staff to ensure that STAR properly reports the age of all delinquent assessments
on the year-end tax reports by the end of fiscal year 2013-14. Also, the
Department of Treasury and DTMB informed us that the assessment balance totals
noted in part d. of the finding account for 1% of taxes receivable.
With regard to part e. of the finding, the Department of Treasury and DTMB will
evaluate and correct the collectibility percentages by tax type on the collectibility of
assessments report for fiscal year 2013-14.

EFFORTS TO ENSURE THE ACCURATE CALCULATION OF
PENALTY AND INTEREST ON DELINQUENT ACCOUNTS
COMMENT
Audit Objective: To assess the effectiveness of the Department of Treasury's and
DTMB's efforts to ensure the accurate calculation of penalty and interest on delinquent
accounts by STAR.
Audit Conclusion: We concluded that the Department of Treasury's and DTMB's
efforts to ensure the accurate calculation of penalty and interest on delinquent
accounts by STAR were moderately effective.
Our audit conclusion was based on our audit efforts as described in the audit scope and
audit methodology sections and the resulting reportable condition noted in the
comments, findings, recommendations, and agency preliminary responses section.
We noted one reportable condition related to penalty and interest calculations
(Finding 3). In our professional judgment, this matter is less severe than a material
condition but represents an opportunity for improvement.
In reaching our conclusion, we considered the reportable condition and the overall
accuracy and completeness of the penalty and interest calculation in STAR, specifically
the substantial amount of penalty and interest ($9.1 million for April 2013) that the
Department of Treasury accurately processed. We believe that the results of our audit
efforts provide a reasonable basis for our audit conclusion for this audit objective.
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FINDING
3.

Penalty and Interest Calculations
The Department of Treasury did not program STAR to accurately calculate penalty
and interest on all delinquent accounts. As a result, the Department of Treasury
cannot ensure that penalty and interest was applied to delinquent assessments to
provide the State with all earned tax revenue.
Act 122, P.A. 1941 (the Revenue Act), defines the various penalty types and
associated penalty amounts. The Revenue Act also states that a one-time penalty
is due and payable after a notice and informal conference have been provided to
the taxpayer and that a monthly penalty is applied for a month, or a fraction of a
month, during which failure to pay continues or the tax and penalty are not paid. In
addition, the Revenue Act provides that interest will be charged on delinquent tax
balances from the time payment was due until payment is made. The Department
of Treasury prepares a yearly Revenue Administration Bulletin that establishes a
daily rate of interest due on underpayments.
For April 2013, the Department of Treasury applied $9.1 million of penalty and
interest.
Our review of the accuracy of the STAR penalty and interest
programming logic for the April 2013 penalty and interest calculation disclosed:
a.

STAR incorrectly applied penalty and interest to assessments at the time of
payment. On the first day of every month, STAR calculates the penalty and
interest that accrued during the previous month and adds it to each
assessment. The STAR penalty and interest program did not apply penalty
and interest to assessments for the days accrued during the month that an
assessment was paid off. For example, for the April 2013 penalty and interest
calculation, STAR did not accurately apply $4,367 of penalty and interest that
had legally accrued in April 2013.

b.

STAR incorrectly applied penalty to all assessments that had a due date near
the end of a month. When a taxpayer fails to file a return or pay a tax, the
Department of Treasury issues an assessment and applies penalty on the tax
due. The Revenue Act states that a 5% penalty will be applied for the first two
months, with an additional 5% penalty for each additional month that the tax
and penalty are not paid, up to a maximum penalty of 25%. For assessments
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with a due date from the 27th day to the last day of a month, STAR did not
include the first month that a tax is delinquent in its calculation of penalty. For
the April 2013 penalty and interest calculation, STAR did not apply $104,290
of penalty that had legally accrued in April 2013.
c.

STAR incorrectly applied the initial penalty to assessments that were entered
into STAR prior to the tax due date. For example, if a taxpayer submitted a
tax return prior to the due date without complete payment, the assessment will
be entered into STAR but will not be subject to penalty and interest until the
due date has passed. Legislation allows the Department of Treasury to apply
a 5% penalty to a taxpayer's assessment after the assessment is delinquent
for one day. For the April 2013 penalty and interest calculation, STAR did not
accurately apply $14,933 of the initial 5% penalty that had legally accrued in
April 2013.

d.

STAR did not contain an edit to identify and reject incorrect manually entered
due dates. Correct due dates are important because STAR calculates penalty
and interest on an account balance after the due date passes. For example,
from data we received on May 6, 2013, we identified 11 assessments with
improper due dates ranging from 2014 to 2030. Because these dates were in
the future, STAR will not apply penalty and interest to the assessments until
the due date is corrected. Although we did not note a high number of
exceptions in this finding, this issue will continue to occur unless an edit is put
in place to reject incorrect due dates.

STAR does not contain historical assessment balances. Therefore, we were only
able to determine the impact of our exceptions on the April 2013 penalty and
interest calculation. In addition, the number and amount of delinquencies, the
penalty type of each delinquency, and the total assessments paid could vary
greatly each month. As a result, for each of the exceptions identified, we were
unable to project our errors to the population or determine a potential future impact.

RECOMMENDATION
We recommend that the Department of Treasury program STAR to accurately
calculate penalty and interest on all delinquent accounts.
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AGENCY PRELIMINARY RESPONSE
The Department of Treasury partially agrees with the recommendation.
With regard to part a. of the finding, the Department of Treasury agrees that
penalty and interest were not applied at the time of payment. The Department of
Treasury disagrees that interest not applied at the time of payment warrants a
change in its business practice due to the immaterial amount identified versus the
cost of making system modifications. The Department of Treasury informed us that
STAR posts over $5.8 million a month in interest. The finding of $4,367 in
unaccrued interest represents 0.075% of interest posted in a month. In addition,
the Department of Treasury informed us that the total monthly payments received
in STAR are consistent; therefore, the Department of Treasury does not expect the
amount to become material.
With regard to part b. of the finding, the Department of Treasury agrees and
informed us that, by September 2014, it will conduct an analysis of DTMB
programming costs versus the increased revenue and customer service impact to
determine if a change should be implemented.
With regard to part c. of the finding, the Department of Treasury agrees that
penalty was incorrectly applied. The Department of Treasury disagrees that a
change in its business practice would be beneficial due to the immaterial amounts
identified from not applying the initial penalty to assessments that were entered into
STAR prior to the tax due date. The Department of Treasury informed us that
incorrectly applying interest only occurs for special intent assessments issued
before the tax is due, which represent 0.26% of all STAR tax assessments.
With regard to part d. of the finding, the Department of Treasury agrees that
penalty and interest were not applied timely. The Department of Treasury
disagrees that a change in its business practice would be beneficial due to the
immaterial amounts identified related to future due date assessments. STAR posts
over 700,000 assessments per year. The Department of Treasury informed us that
the 11 assessments identified represent 0.0016% of assessments posted to STAR
annually.
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OFFICE OF THE AUDITOR GENERAL EPILOGUE
In the agency preliminary response regarding parts a., c., and d. of the finding, the
Department of Treasury indicated that a change in its business practice would not
be beneficial due to the immaterial amounts identified. However, unless a
programming change is made to STAR, STAR will continue to incorrectly apply
penalty and interest to all future months. The amount of inaccurately applied
penalty and interest could be higher each month than the amounts identified in the
finding.

EFFORTS TO ENSURE
SECURITY AND ACCESS CONTROLS OVER STAR
COMMENT
Audit Objective: To assess the effectiveness of the Department of Treasury's and
DTMB's efforts to ensure appropriate security and access controls over STAR.
Audit Conclusion: We concluded that the Department of Treasury's and DTMB's
efforts to ensure appropriate security and access controls over STAR were
moderately effective.
Our audit conclusion was based on our audit efforts as described in the audit scope and
audit methodology sections and the resulting reportable conditions noted in the
comments, findings, recommendations, and agency preliminary responses section.
We noted three reportable conditions related to security and access controls. In our
professional judgment, these matters are less severe than a material condition but
represent opportunities for improvement and deficencies in internal control*. The three
reportable conditions related to STAR access controls, change management controls,
and segregation of duties* (Findings 4 through 6).
In reaching our conclusion, we considered the severity of the conditions and how the
conditions could impact the confidentiality and integrity of the data being protected. We
also considered industry best practices and DTMB standards for security and access
* See glossary at end of report for definition.
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controls. We believe that the results of our audit efforts provide a reasonable basis for
our audit conclusion for this audit objective.

FINDING
4.

STAR Access Controls
The Department of Treasury had not established effective access controls over
STAR. As a result, the STAR data may not be protected from unauthorized loss,
modification, or disclosure.
Control Objectives for Information and Related Technology (COBIT) states that
maintaining the integrity* of information and protecting information technology
assets requires the establishment and maintenance of information technology
security roles and responsibilities, policies, standards, and procedures. COBIT
also states that user access rights to a system and data should be in line with
defined and documented business needs and a timely and regular review of user
identifications (IDs) and access rights.
Our review of selected security and access controls over STAR disclosed:
a.

The Department of Treasury had not established an effective process for
granting access to STAR. We reviewed STAR security access forms and the
STAR security access rights framework and noted that the access rights
granted to 10 (19%) of the 54 user accounts exceeded the access that was
approved on the security access forms. As a result, these users had
excessive access rights to STAR.

b.

The Department of Treasury did not annually review the appropriateness of
STAR users' access rights. As a result, the Department of Treasury cannot
ensure that STAR users have the appropriate level of access to confidential
delinquent account data. Department of Treasury policy ET-03168 states that
each business owner is responsible for an annual evaluation of employee and
vendor access privileges to ensure that the rights are in line with job
responsibilities.

* See glossary at end of report for definition.
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c.

The Department of Treasury did not disable user access after a period of
inactivity or after access is no longer needed. As a result, users who may not
have a valid need to access delinquent tax accounts within STAR had the
ability to access confidential information. Department of Treasury policy
ET-03164 indicates that a user's status should be changed to dormant after a
period of inactivity. We tested the user accounts of all active STAR users and
noted that 445 of the 1,034 active user IDs had not accessed STAR in at least
60 days. Of these 445 user IDs, 205 had not accessed STAR since 2011. In
addition, 130 of the 445 user IDs had never accessed STAR.
The Department of Treasury informed us that, as a compensating control, the
Michigan Information Processing Center (MIPC) mainframe environment
automatically locks an account after 60 days of inactivity; therefore, an inactive
user on MIPC would be unable to access STAR. However, the compensating
control on MIPC was not effective for 227 users who also use MIPC to access
other mainframe systems.

d.

The Department of Treasury did not restrict the use of group IDs. In addition,
the group IDs had excessive transaction rights within STAR. A group ID is a
shared account that multiple users can access. According to COBIT, group
IDs result in the loss of individual accountability and are permitted only when
justified for business or operational reasons and compensated by mitigating
controls. We noted nine group IDs within STAR. Each of the group IDs had
the ability to perform high-risk transactions, such as waiving penalty and
interest, adjusting principal balances, requesting account write-offs, and
changing the status of an assessment from collectible to uncollectible. These
types of high-risk transactions should not be shared by group accounts. After
we brought this matter to management's attention, the Department of Treasury
inactivated the nine group IDs.

RECOMMENDATION
We recommend that the Department of Treasury establish effective access
controls over STAR.

AGENCY PRELIMINARY RESPONSE
The Department of Treasury agrees with the recommendation and informed us that
it implemented additional compensating and system controls over STAR access.
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FINDING
5.

Change Management Controls
The Department of Treasury had not fully established change management
controls in STAR. Without change management controls, the Department of
Treasury cannot ensure the security and integrity of STAR data.
The system parameters of STAR allow users and system processes to perform
various functions, such as the calculation of penalty and interest. The Department
of Treasury uses system parameter changes on a daily basis to assist in the input
of delinquent account information. The Department of Treasury also uses system
parameter changes on a nonroutine basis to establish account status codes used
to write off accounts, dollar limits that a user can approve, percentage rates
charged to various tax types, and the approval path for each transaction.
According to COBIT, an entity should establish a formal change management
procedure that includes authorization and approval of changes by the business
owners. In addition, entities should establish change management procedures to
ensure that all program changes are logged.
Our review of selected change management controls over STAR disclosed:
a.

The Department of Treasury had not established an approval process for
nonroutine system parameter changes that are critical to STAR delinquent
account processing. As a result, the Department of Treasury cannot prevent
users from creating or modifying system parameters that would compromise
the integrity of STAR data. For example, a user with privileged access* could
increase a user's approval limits in STAR or change the interest rate used in
the calculation of penalty and interest. We identified 14 of 1,034 users who
had the ability to make nonroutine system parameter changes.

b.

The Department of Treasury did not monitor all nonroutine system parameter
changes that users with privileged access made to the system parameters of
STAR. As a result, inappropriate modifications to the system parameters may
go undetected by management.

* See glossary at end of report for definition.
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RECOMMENDATION
We recommend that the Department of Treasury fully establish change
management controls in STAR.

AGENCY PRELIMINARY RESPONSE
The Department of Treasury partially agrees with the recommendation.
With regard to part a. of the finding, the Department of Treasury disagrees that
adding an approval process for parameter changes would be beneficial as it would
unduly burden the business process. The ability to change a parameter in STAR is
restricted to a small group of 14 administrative users.
The Department of Treasury agrees with part b. of the finding that it did not monitor
all nonroutine STAR system parameter changes. The Department of Treasury will
evaluate a process to monitor nonroutine parameter changes by the end of fiscal
year 2013-14.

FINDING
6.

Segregation of Duties
The Department of Treasury had not fully established segregation of duties over
STAR transactions. Without segregation of duties, the Department of Treasury
cannot ensure that all STAR financial transactions were appropriate.
COBIT states that entities should identify and document conflicting functions, such
as the ability to initiate, authorize, execute, and verify transactions. Entities should
also enforce the physical and logical segregation of duties.
Department of Treasury policy ET-03173 states that no one person shall have
complete control over any transaction from initialization to completion. The policy
states that certain categories of responsibilities are incompatible and must be
separated, including initiating, approving, and processing transactions and granting
access to computer systems.
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Our review of STAR access rights disclosed:
a.

The Department of Treasury had not established an approval process for
making adjustments to STAR accounts and assessments. As a result, users
had the ability to transfer money between accounts without approval. STAR
users perform an interdepartmental adjustment (IDA) transaction to perform
collection activities, such as transferring payments between accounts and
assessments. We determined that, between October 1, 2010 and May 6,
2013, 305 of the 1,034 active users performed 60,088 IDA transactions
totaling $39,118,231.
Although the IDA transactions may have been
appropriate, there is an increased risk that without management approval
inappropriate IDA transactions will be performed and go undetected.
The Department of Treasury informed us that, as a compensating control, the
Office of Collections sends reports to the various Department of Treasury tax
divisions detailing the IDA transactions that moved money to and from
assessments within STAR. However, we noted that 34,645 IDA transactions
that moved $13,597,543 within STAR were not included in the reports to the
various divisions.

b.

The Department of Treasury had not established an approval process for
corrected assessments within STAR. As a result, users have the ability to
modify account values without approval. Corrected assessments occur when
an account is initially assessed at the wrong value. A user with access to the
corrected assessments screens can modify the principal, interest, and penalty
of an assessment to what it initially should have been. Our review disclosed
that, between October 1, 2010 and May 6, 2013, 291 of the 1,034 user
accounts performed 51,046 corrected assessments that reduced the value of
the assessments by $169,474,228. Although the corrected assessments may
have been appropriate, there is an increased risk that without management
approval inappropriate transactions will be performed and go undetected.

c.

The Department of Treasury did not define and document incompatible screen
assignments within STAR. As a result, the Department of Treasury granted
incompatible screen assignments to users. Also, the Department of Treasury
did not monitor users who were granted incompatible screen assignments in
STAR.
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The Department of Treasury assigns a custom level of access to each user by
assigning add, change, delete, and/or inquiry access to each STAR screen.
Certain combinations of screens can provide a user with the ability to perform
incompatible duties.
We reviewed the screen assignments of STAR users and noted that 11 of the
1,034 users could initiate and approve transactions that adjusted account
balances within STAR. In addition, 9 of the 1,034 users had the ability to
process transactions and grant access to STAR. These access rights are
incompatible because they allow users the ability to grant themselves
complete control over any STAR transaction from initialization through
completion. After we brought this matter to management's attention, the
Department of Treasury removed the incompatible access for 6 of the 9 users.
The Department of Treasury informed us that the remaining 3 users required
the access because of their job functions.

RECOMMENDATION
We recommend that the Department of Treasury fully establish segregation of
duties over STAR transactions.

AGENCY PRELIMINARY RESPONSE
The Department of Treasury partially agrees with the recommendation.
With regard to parts a. and b. of the finding, the Department of Treasury agrees
that it did not have an approval process in place for IDA transactions or corrected
assessment transactions. The Department of Treasury disagrees that an
approval process is needed and informed us that it has several detective
compensating controls in place to detect inappropriate processing of IDA
transactions and corrected assessment transactions within STAR.
With regard to part c. of the finding, the Department of Treasury agrees and has
complied. The Department of Treasury informed us that it has defined and
documented incompatible screen assignments within STAR. The Department of
Treasury also informed us that it removed unnecessary instances of screen
incompatibility.
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OFFICE OF THE AUDITOR GENERAL EPILOGUE
In the agency preliminary response regarding parts a. and b. of the finding, the
Department of Treasury disagrees that an approval process is needed and
informed us that it has compensating controls in place to detect inappropriate
processing of IDA transactions and corrected assessment transactions within
STAR. However, the Department of Treasury's compensating controls to detect
inappropriate user capability were not effective. As noted in part a. of the finding,
the Office of Collections sends reports detailing the IDA transactions to the various
tax divisions. However, those reports did not include all IDA transactions. Also, a
preventive control, such as the approval of transactions prior to processing, would
be a more effective means to ensure the segregation of duties as required by
Department of Treasury policy ET-03173.

EFFORTS TO ENSURE THE ACCURATE AND COMPLETE
INPUT OF DELINQUENT ACCOUNT INFORMATION
COMMENT
Audit Objective: To assess the effectiveness of the Department of Treasury's and
DTMB's efforts to ensure the accurate and complete input of delinquent account
information into STAR.
Audit Conclusion: We concluded that the Department of Treasury's and DTMB's
efforts to ensure the accurate and complete input of delinquent account
information into STAR were effective.
Our audit conclusion was based on our audit efforts as described in the audit scope and
audit methodology sections. Our audit report does not include any reportable conditions
related to this audit objective. We believe that the results of our audit efforts provide a
reasonable basis for our audit conclusion for this audit objective.
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GLOSSARY
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Glossary of Abbreviations and Terms

access controls

Controls that protect data from unauthorized modification,
loss, or disclosure by restricting access and detecting
inappropriate access attempts.

assessment

An amount determined as payable by the Department of
Treasury when a taxpayer fails or refuses to make a return or
payment, in whole or in part, or when the Department of
Treasury believes that a taxpayer has not provided sufficient
information to determine the amount of tax due.

Control Objectives for
Information and
Related Technology
(COBIT)

A framework, control objectives, and audit guidelines
published by the IT Governance Institute as a generally
applicable and accepted standard for good practices for
controls over information technology.

DTMB

Department of Technology, Management, and Budget.

effectiveness

Success in achieving mission and goals.

ID

identification.

IDA

interdepartmental adjustment.

information
technology

Any equipment or interconnected system that is used in the
automatic acquisition, storage, manipulation, management,
movement, control, display, switching, interchange,
transmission, or reception of data or information.
It
commonly includes hardware, software, procedures, services,
and related resources.

integrity

Accuracy, completeness, and timeliness of data in an
information system.
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internal control

The organization, policies, and procedures adopted by
management and other personnel to provide reasonable
assurance that operations, including the use of resources, are
effective and efficient; financial reporting and other reports for
internal and external use are reliable; and laws and
regulations are followed. Internal control also includes the
safeguarding of assets against unauthorized acquisition, use,
or disposition.

material condition

A matter that, in auditor's judgment, is more severe than a
reportable condition and could impair the ability of
management to operate a program in an effective and
efficient manner and/or could affect the judgment of an
interested person concerning the effectiveness and efficiency
of the program.

MIPC

Michigan Information Processing Center.

performance audit

An audit that provides findings or conclusions based on an
evaluation of sufficient, appropriate evidence against criteria.
Performance audits provide objective analysis to assist
management and those charged with governance and
oversight in using the information to improve program
performance and operations, reduce costs, facilitate decision
making by parties with responsibility to oversee or initiate
corrective action, and contribute to public accountability.

privileged access

Extensive system access capabilities granted to persons
responsible for maintaining system resources. This level of
access is considered high-risk and must be controlled and
monitored by management.

programming logic

A particular sequence of instructions in a computer program.
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reportable condition

A matter that, in the auditor's judgment, is less severe than a
material condition and falls within any of the following
categories: an opportunity for improvement within the context
of the audit objectives; a deficiency in internal control that is
significant within the context of the audit objectives; all
instances of fraud; illegal acts unless they are
inconsequential within the context of the audit objectives;
significant violations of provisions of contracts or grant
agreements; and significant abuse that has occurred or is
likely to have occurred.

security

Safeguarding an entity's data from unauthorized access or
modification to ensure its availability, confidentiality, and
integrity.

segregation of duties

Separation of the management or execution of certain duties
or areas of responsibility to prevent or reduce opportunities
for unauthorized modification or misuse of data or service.

STAR

State Treasury Accounts Receivable System.

State of Michigan
Comprehensive
Annual Financial
Report (SOMCAFR)

A yearly set of financial statements comprising the financial
report of the State that complies with the accounting
requirements promulgated by the Governmental Accounting
Standards Board (GASB).

statute of limitations

A legal restriction on the length of time within which legal
proceedings may be brought.

uncollectible

Loans, receivables, or other debts that have virtually no
chance of being paid.

write-off

A reduction in the value of an asset or earnings by the
amount of an expense or a loss.

271-0590-13

36
oag

This Page Left Intentionally Blank

MICHIGAN
OFFICE OF THE AUDITOR GENERAL

AUDIT REPORT

THOMAS H. MCTAVISH, C.P.A.
AUDITOR GENERAL

