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EXECUTIVE DIGEST 

 

AUTOMATED INFORMATION SYSTEMS 

                                                                                          

INTRODUCTION  This report contains the results of our performance audit of

the Automated Information Systems, Department of Civil

Service, for the period October 1, 1992 through 

September 30, 1994. 

                                                                                          

AUDIT PURPOSE  This performance audit was conducted as part of the

constitutional responsibility of the Office of the Auditor 

General.  Performance audits are conducted on a priority

basis related to the potential for improving effectiveness and

efficiency. 

                                                                                          

BACKGROUND  The Data Services Division designed, developed, and

operated the Deferred Compensation, Continued Group

Insurance, and Family Care Accounts Systems for the

department.  Each of these automated information systems 

produce payments and management reports.  During fiscal

year 1992-93, these systems processed approximately $85

million, $1.7 million, and $0.6 million, respectively, in 

payments. 
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The department's Network Systems Center maintains a local

area network that services the department. 

                                                                                          

AUDIT 

OBJECTIVES 

AND 

CONCLUSIONS 

 Audit Objective:  To assess the effectiveness and 

efficiency of the department's automated information

systems. 

 

Conclusion:  We concluded that the department's 

automated information systems were generally effective in

processing the department's data.  However, we noted 

reportable conditions that, if corrected, would increase the

effectiveness and efficiency of the automated information

systems.  These conditions relate to the lack of automation

of many of the deferred compensation and family care

account functions (Findings 1 and 2). 

 

Audit Objective:  To assess the effectiveness of the 

internal control structure over the department's automated

information systems. 

 

Conclusion:  We concluded that the department had not 

fully implemented an effective internal control structure over 

the automated information systems.  Our assessment

disclosed four material weaknesses.  The department had

not established: 

 

• Access control procedures to help prevent unauthorized

persons from accessing and using the automated

information systems (Finding 3). 

 

The department agreed with the finding and has taken

steps to improve access controls.  However, some
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weaknesses will not be addressed until software is

modified. 

 

• Data conversion control procedures to help ensure that

Continued Group Insuranace System (CGIS)

applications and billings are processed in a timely

manner (Finding 4). 

 

The department agreed with the corresponding

recommendation and will provide training and 

coordinate efforts to ensure that applications and

billings are processed in a timely manner. 

 

• Processing control procedures to help ensure that data

was properly processed by the CGIS and the Family

Care Accounts System (Finding 5). 

 

The department agreed with the corresponding

recommendations and informed us that it is currently

auditing CGIS billing rates and will coordinate

procedures for editing input data. 

 

• Output balancing and reconciliation control procedures

to help ensure the accuracy of information processed 

and produced by the automated information systems

(Finding 6). 

 

The department agreed with the corresponding

recommendation and will comply by revising its output

balancing and reconciliation procedures. 
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Our assessment also disclosed a reportable condition 

regarding the absence of Audit Services Division reviews

and evaluations of the department's data processing function

(Finding 7). 

 

Audit Objective:  To assess the effectiveness of the 

internal control structure over the Network Systems Center 

(NSC). 

 

Conclusion:  We concluded that the internal control 

structure over NSC was generally effective.  However, we

noted some reportable conditions that, if corrected, could

improve the internal control structure over NSC.  These 

conditions relate to weak controls over Local Area Network

access, planning and acquisitions, and hardware and

software inventories (Findings 8 through 10). 

 

Audit Objective:  To assess the effectiveness of the 

internal control structure over the Data Services Division

(DSD). 

 

Audit Conclusion:  We concluded that the department's 

internal control structure over DSD was generally effective.

However, we noted reportable conditions that, if corrected, 

could improve the internal control structure over DSD.

These conditions relate to reducing the risk of unauthorized

access to the department's data files, computer programs,

and system software (Findings 11 and 12); ensuring

adequate controls over security administration; involving

management in prioritizing development resources;

establishing complete procedures and documentation; and

providing physical site security (Findings 13 through 16). 
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AUDIT SCOPE 

AND 

METHODOLOGY 

 Our audit scope was to examine the program and other

records of the Department of Civil Service related to the

automated information systems, Network Systems Center,

and Data Services Division for the period October 1, 1992 

through September 30, 1994.  Our audit was conducted in 

accordance with Government Auditing Standards issued by the 

Comptroller General of the United States and, accordingly, 

included such tests of the records and such other auditing

procedures as we considered necessary in the

circumstances. 

 

Our audit methodology included gathering data and

performing an assessment of the internal control structures 

related to the automated systems.  We then reviewed the

information and determined the extent of our detailed

analyses and testing.  We designed test plans and

performed those tests to determine the effectiveness of the

internal control structures.  We evaluated the reliability and 

effectiveness of the controls and reported our findings. 

                                                                                         

AGENCY 

RESPONSES 

AND PRIOR AUDIT 

FOLLOW-UP 

 Our audit report contains 16 findings and 25 corresponding

recommendations.  The agency preliminary response

indicated that the agency agreed with all our

recommendations. 

 

The department had complied with 9 of the 16 prior audit

recommendations included in our current scope of audit. 

 

 


