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The auditor general shall conduct post audits of financial
transactions and accounts of the state and of all branches,
departments, offices, boards, commissions, agencies,
authorities and institutions of the state established by this
constitution or by law, and performance post audits thereof.

— Article IV, Section 53 of the Michigan Constitution
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DCH's Division of Vital Records and Health Statistics (DVRHS) is responsible for

administering the State's electronic birth and death records.

The records are

maintained within the Birth Registry System (BRS), within the Electronic Death

Registry System (EDRS), and on file share servers. BRS is a Web-based system
used to record birth information and issue birth records. EDRS is a Web-based
system used to administer and register death records. DTMB provides information
technology support services to DCH for BRS, EDRS, and file share servers.

Audit Objective:

To assess the effectiveness of DCH's and
DTMB's efforts to implement security and
access controls over the State's
electronic birth and death records.

Audit Conclusion:

We concluded that DCH's and DTMB's
efforts to implement security and access
controls over the State's electronic birth
and death records were moderately
effective. We noted one material
condition (Einding 1) and three reportable
conditions (Findings 2 through 4).

Material Condition:

DCH, in conjunction with DTMB, had not
fully established effective security and
access controls over the file share
servers that contain the State's electronic
birth and death records (Einding 1).

Reportable Conditions:

DTMB had not fully established and
implemented effective security and
access controls over the operating
system for BRS and EDRS servers

(Finding 2).

DCH, in conjunction with DTMB, had not
fully established effective security and
access controls over the BRS and EDRS
databases (Finding 3).

DCH had not fully established and
implemented formal access control
policies and procedures over EDRS

(Finding 4).
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Agency Response:
Our audit report contains 4 findings and
4 corresponding recommendations. DCH
and DTMB's preliminary  response
indicates that they agree with all of the
recommendations.
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January 22, 2014

Mr. James K. Haveman, Jr., Director

Department of Community Health

Capitol View Building

Lansing, Michigan

and

John E. Nixon, C.P.A., Director

Department of Technology, Management, and Budget
George W. Romney Building

Lansing, Michigan

and

Mr. David B. Behen, Chief Information Officer
Department of Technology, Management, and Budget
Lewis Cass Building

Lansing, Michigan

Dear Mr. Haveman, Mr. Nixon, and Mr. Behen:

This is our report on the performance audit of Selected General and Application Controls of the
State's Electronic Birth and Death Records, Department of Community Health and Department of
Technology, Management, and Budget.

This report contains our report summary; a description of agency; our audit objective, scope, and
methodology and agency responses; comment, findings, recommendations, and agency preliminary
responses; and a glossary of abbreviations and terms.

The agency preliminary responses were taken from the agencies' responses at the end of our audit
fieldwork. The Michigan Compiled Laws and administrative procedures require that the audited
agencies develop a plan to comply with the audit recommendations and submit it within 60 days
after release of the audit report to the Office of Internal Audit Services, State Budget Office. Within
30 days of receipt, the Office of Internal Audit Services is required to review the plan and either
accept the plan as final or contact the agencies to take additional steps to finalize the plan.

We appreciate the courtesy and cooperation extended to us during this audit.

Sincerely,

et 1N e’

Thomas H. McTavish, C.P.A.
Auditor General
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Description of Agency

Birth Registry System (BRS)

BRS is a Web-based system used by the Division of Vital Records and Health Statistics
(DVRHS), Department of Community Health (DCH), to record birth information, change
birth records, and issue birth records for the citizens of Michigan.

Hospitals or local registrar offices initiate the process of collecting birth information in
electronic and paper format. This information is entered and processed on a
Web-based system that interfaces with BRS.

BRS was implemented in 2003 and contains the automated birth registry and legal
registered birth records for the State. BRS contains electronic birth records dating back
to 1935. Records of births prior to 1935 are not electronically stored within BRS. BRS
enables the uploading and on-line storage of new birth information. Also, BRS allows
for the secure access, retrieval, and issuance of official copies of birth records for
government use and upon request to eligible individuals. Electronic birth data collected
by the State includes the child's name, date of birth, health information, and social
security number and the parents' full names, dates of birth, health information, and
address.

DVRHS also stores the electronic birth data on file share servers*. The data on the
servers is used by DVRHS for performing statistical analyses and data matches.

Electronic Death Reqistry System (EDRS)

EDRS is a Web-based system implemented by DVRHS in 2010 to administer and
register death records in Michigan. EDRS contains approximately 45,000 death records
from the counties that use EDRS to electronically record deaths. EDRS does not
contain records of deaths prior to 2010 or from counties that have not yet adopted
EDRS. EDRS enables multiple death registration participants, such as funeral
directors, physicians, and medical examiners, to initiate and work collectively on the
same death record concurrently, medically certify the death record, and electronically
file the death record with State and local vital record registrars. EDRS was designed to
improve the timeliness and quality of death reporting. Electronic death data collected by
the State includes the decedent's name, age, sex, race, date of death, cause of death,
and social security number; the spouse’'s name; and the parents' names.

* See glossary at end of report for definition.
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DVRHS also stores the electronic death data on file share servers. The data on the
servers is used by DVRHS for performing statistical analyses and data matches.

Operating System Security and Access

An operating system* is software that communicates with computer hardware and
allows other programs to run. Access controls* limit or detect inappropriate access to
computer resources, such as the operating system. According to the National Institute
of Standards and Technology* (NIST), the first step in ensuring the security* of an
information system is to secure the operating system. Operating system security is
necessary because operating system manufacturers, who are unaware of each
organization's security requirements, often configure their hardware and software to
emphasize functionality and ease of use at the expense of security.

Database Management System Security and Access

In addition to operating system security, it is equally important to protect the data stored
in the database management system*. Modern database management systems have
many features and capabilities that can be used to compromise the availability*,
confidentiality*, and integrity* of data. Poor database management system security not
only compromises the database but may also compromise the operating system and
other trusted network systems.

Department of Community Health (DCH)

DCH's DVRHS is responsible for administering the State's electronic birth and death
records. In particular, DVRHS is responsible for maintaining BRS and EDRS
application controls*, such as security and access controls, and for maintaining security
over electronic birth and death data that it stores and maintains on file share servers.

Department of Technology, Management, and Budget (DTMB)

DTMB developed and provides information technology* (IT) support services to DCH for
BRS and EDRS. These services include operating system and database management
system administration and security configuration. Also, DTMB is responsible for
administering and securing DCH's file share servers.

According to the service level agreement between DCH and DTMB, DTMB is
responsible for IT general controls* for BRS and EDRS.

* See glossary at end of report for definition.
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Audit Objective, Scope, and Methodology
and Agency Responses

Audit Objective

The objective of our performance audit* of Selected General and Application Controls of
the State's Electronic Birth and Death Records, Department of Community Health
(DCH) and Department of Technology, Management, and Budget (DTMB), was to
assess the effectiveness* of DCH's and DTMB's efforts to implement security and
access controls over the State's electronic birth and death records.

Audit Scope
Our audit scope was to examine the information processing and other records related to

the State's electronic birth and death records. We conducted this performance audit in
accordance with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusion based on our audit
objectives. We believe that the evidence obtained provides a reasonable basis for our
findings and conclusion based on our audit objective. Our audit procedures, which
included a preliminary survey, audit fieldwork, report preparation, analysis of agency
responses, and quality assurance, generally covered the period October 1, 2010
through August 31, 2013.

Audit Methodology

The criteria used in the audit included control techniques and suggested audit
procedures from the U.S. Government Accountability Office's (GAQO's) Federal
Information System Controls Audit Manual* (FISCAM), control objectives and audit
guidelines outlined in the Control Objectives for Information and Related Technology*
(COBIT) issued by the IT Governance Institute, the International Organization for
Standardization (ISO), and other information security and industry best practices.

We conducted a preliminary review of security and access controls over the Birth
Registry System (BRS) and the Electronic Death Registry System (EDRS). We
obtained an understanding of BRS and EDRS general and application controls,
including an understanding of the birth registry and death registry business processes
and the input, processing, and output of records. We met with DCH to gain an

* See glossary at end of report for definition.
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understanding of how electronic birth and death records are stored on three file share
servers outside of BRS and EDRS. We identified and reviewed best practices for
operating system, database management system, and file share server security. These
best practices included guidance from the Center for Internet Security* (CIS), the
National Institute of Standards and Technology (NIST), ISACA*, and software vendors.
We used the results of our preliminary review to determine the extent of our detailed
analysis and testing.

We interviewed DTMB system administrators* to obtain an understanding of DTMB's
strategy to secure the BRS and EDRS operating systems. We reviewed and tested
selected operating system configurations for BRS and EDRS servers against industry
best practices and DTMB standards. Also, we assessed the appropriateness of user
access to the BRS and EDRS operating systems.

We interviewed DTMB database administrators* to gain an understanding of access
controls for the BRS and EDRS databases. We reviewed and tested selected database
management system configurations for BRS and EDRS servers against industry best
practices and DTMB standards. We also reviewed and tested the appropriateness of
users' access to the BRS and EDRS databases.

We interviewed DCH management responsible for BRS and EDRS access to obtain an
understanding of user access rights, monitoring of user access, and high-risk user roles
and permissions. We selected a sample of high-risk users and reviewed the
appropriateness of their access to BRS and EDRS functions.

We interviewed administrators of the three file share servers to gain an understanding
of security and access controls of the electronic birth and death data stored on the file
share servers. We reviewed and tested the operating system configurations of the
three file share servers against industry best practices. Also, we assessed the
appropriateness of user access rights and permissions to the electronic birth and death
records stored on the file share servers.

We limited our review to selected general and application controls over the BRS and
EDRS production environments and the file share servers that contain the State's
electronic birth and death records. Our review did not include systems that interface
with BRS and EDRS.

* See glossary at end of report for definition.
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When selecting activities or programs for audit, we use an approach based on
assessment of risk and opportunity for improvement. Accordingly, we focus our audit
efforts on activities or programs having the greatest probability for needing improvement
as identified through a preliminary review. Our limited audit resources are used, by
design, to identify where and how improvements can be made. Consequently, we
prepare our performance audit reports on an exception basis.

Agency Responses
Our audit report contains 4 findings and 4 corresponding recommendations. DCH and
DTMB's preliminary response indicates that they agree with all of the recommendations.

The agency preliminary response that follows each recommendation in our report was
taken from the agencies' written comments and oral discussion at the end of our audit
fieldwork. Section 18.1462 of the Michigan Compiled Laws and the State of Michigan
Financial Management Guide (Part VIl, Chapter 4, Section 100) require DCH and
DTMB to develop a plan to comply with the audit recommendations and submit it within
60 days after release of the audit report to the Office of Internal Audit Services, State
Budget Office. Within 30 days of receipt, the Office of Internal Audit Services is
required to review the plan and either accept the plan as final or contact the agencies to
take additional steps to finalize the plan.

10
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COMMENT, FINDINGS, RECOMMENDATIONS,
AND AGENCY PRELIMINARY RESPONSES
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EFFORTS TO IMPLEMENT SECURITY AND ACCESS CONTROLS
OVER THE STATE'S ELECTRONIC BIRTH AND DEATH RECORDS

COMMENT

Audit Objective: To assess the effectiveness of the Department of Community
Health's (DCH's) and the Department of Technology, Management, and Budget's
(DTMB's) efforts to implement security and access controls over the State's electronic
birth and death records.

Audit Conclusion: We concluded that DCH's and DTMB's efforts to implement
security and access controls over the State's electronic birth and death records
were moderately effective.

Our audit conclusion was based on our audit efforts as described in the audit scope and
audit methodology sections and the resulting material condition* and reportable
conditions* noted in the comment, findings, recommendations, and agency preliminary
responses section.

We noted one material condition and three reportable conditions related to security and
access controls. In our professional judgment, the material condition is more severe
than a reportable condition and could impair management's ability to operate effectively
and/or efficiently. The material condition relates to file share server security and access
controls (Finding 1). Also, in our professional judgment, the reportable conditions were
less severe than a material condition but represent opportunities for improvement. The
three reportable conditions related to operating system security and access controls,
database management system security and access controls, and Electronic Death
Registry System (EDRS) access controls (Findings 2 through 4).

We applied our audit procedures to file share servers containing electronic birth and
death data and to the operating system servers and databases containing the Birth
Registry System (BRS) and EDRS application and data. Because of the confidential
nature and security risks posed by disclosure of information technology (IT)
configurations, we cannot disclose specific quantitative or qualitative factors considered.
However, we considered the severity of the conditions and how the conditions could
impact the confidentiality and integrity of the data being protected. We also considered

* See glossary at end of report for definition.
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industry best practices and DTMB technical standards and compared our results to
other State systems with similar environments that we have audited.

In reaching our conclusion, we considered the material and reportable conditions
related to security and access controls over file share servers containing electronic birth
and death data; BRS's operating system, database management system, and
application; and EDRS's operating system, database management system, and
application. We believe that the results of our audit efforts provide a reasonable basis
for our audit conclusion for this audit objective.

FINDING

1.

File Share Server Security and Access Controls

DCH, in conjunction with DTMB, had not fully established effective security and
access controls over the file share servers that contain the State's electronic birth
and death records. As a result, DCH and DTMB cannot ensure that electronic birth
and death record information, such as name, date of birth, address, medical
information, and social security number, is protected from unauthorized
modification, loss, or disclosure.

DTMB Administrative Guide policy 1340 requires that information be appropriately
evaluated and protected against unauthorized access, use, disclosure,
modification, or destruction. The policy also requires that controls and safeguards
be implemented to ensure protection of the data.

Our review of selected DCH file share servers that contained electronic birth and
death records disclosed:

a. DCH did not classify and formally communicate the sensitivity of the data
stored on the file share servers to DTMB. As a result, the level of security
over the data was not sufficient based on the sensitivity of the data. According
to Control Objectives for Information and Related Technology (COBIT),
policies should be implemented to ensure appropriate and consistent
classification of data. Data classification* would help to ensure that data is
appropriately protected based on its classification. Also, the service level
agreement governing IT services between DCH and DTMB requires that DCH

* See glossary at end of report for definition.
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communicate data requirements and risk assessments to allow DTMB to
manage and protect the data accordingly. DCH was unable to communicate
data requirements because it did not classify the data.

b. DCH, in conjunction with DTMB, did not effectively control access to file share
servers. We noted:

(1) DTMB did not sufficiently restrict access granted to file share server
administrators based on the principle of least privilege* and disable
administrator access upon their changing positions or ending employment
with the State. We identified approximately 100 individuals to whom
DTMB had given administrator access to the file share servers. DTMB
Administrative Guide policy 1335 requires access control policies and
procedures to be implemented to promote least privilege and to limit
access to users whose job responsibilities require it. Implementing
effective access control policies and procedures would help prevent
unauthorized access and modification of electronic birth and death
records.

(2) DCH did not regularly review DCH user access rights and permissions to
the file share servers and disable user access upon ending employment
with the State. As a result, we identified 28 (30%) of the 93 DCH users
who had access rights and permissions to electronic birth and death
records beyond what was required for their current job responsibilities.
According to COBIT, a regular review of all user accounts and related
permissions should be performed to ensure that users have access rights
in accordance with their job requirements. Without a regular review of
user access rights and permissions, DCH cannot ensure that access to
and modification of electronic birth and death records are limited to only
the users whose job responsibilities require it.

c. DTMB, in conjunction with DCH, did not encrypt electronic birth and death
record data on 2 (67%) of the 3 file share servers reviewed. DTMB technical
standard 1340.00.07 requires the use of encryption* when protected
information is transmitted or stored electronically. Without encryption, DTMB

* See glossary at end of report for definition.
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cannot ensure that sensitive and confidential electronic birth and death
records are protected from unauthorized disclosure.

d. DTMB did not establish audit logs to monitor the activity occurring on the file
share servers. According to ISO/IEC 27002:2005*, Information technology -
Security techniques - Code of practice for information security management,
audit logs recording user activities and information security events should be
generated to maintain a proper audit trail and to assist in access control
monitoring. Without audit logs, DTMB cannot ensure that electronic birth and
death records have not been inappropriately viewed, copied, or modified.

e. DTMB did not fully configure the operating system of the file share servers
according to industry best practices. DTMB technical standard 1340.00.03
requires secure establishment, maintenance, and administration of servers,
including operating system software and data residing on the servers. To
achieve a secure operating system, the standard requires that controls be
established to ensure that best practices are followed when configuring the
servers. Our review disclosed potentially vulnerable operating system
configurations on the three file share servers reviewed. Because of the
confidentiality of operating system configurations, we summarized our testing
results for presentation in this finding and provided the detailed results to
DTMB and DCH.

RECOMMENDATION
We recommend that DCH, in conjunction with DTMB, fully establish effective
security and access controls over the file share servers that contain the State's
electronic birth and death records.

AGENCY PRELIMINARY RESPONSE
DCH, in conjunction with DTMB, agrees that it did not establish effective internal
security and access controls over the file share servers that contain the State's

* See glossary at end of report for definition.
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electronic birth and death records. DCH and DTMB informed us that they are
collaboratively working to address the weaknesses in the following ways:

a. DCH will work with DTMB to create processes and procedures to ensure the
protection of information that is stored in network locations by communicating
data classifications and by creating a more secure storage solution. DCH and
DTMB will classify the data stored within the Vital Records file directory and
create a secure isolated environment that will house all confidential
information and limit access to only those business users and DTMB system
administrators approved by the Vital Records director. In addition, DTMB
informed us that it is working on an enterprisewide DTMB policy that will
standardize the classification of data across the enterprise.

b. (1) DTMB informed us that it has reviewed the file share server
administrator's access rights and has applied appropriate restrictions.

(2) DTMB will assist DCH by providing reports that will allow DCH staff to
review user access rights and permissions to the file share servers.

c. DTMB indicated that it is in the process of moving all file shares to an
encrypted storage area network.

d. DTMB will work with DCH to establish audit logs to monitor activity on the file
share servers to ensure that electronic birth and death records have not been
inappropriately viewed, copied, or modified.

e. DTMB informed us that it has fully configured the operating system of the file
share servers to industry best standards for the type of data that is intended to
be stored on the file share servers. DTMB, in conjunction with DCH, will also
move the State's electronic birth and death records to its own infrastructure,
which will be configured to meet the State's security standards.

16
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FINDING
2.

Operating System Security and Access Controls

DTMB had not fully established and implemented effective security and access
controls over the operating system for BRS and EDRS servers. As a result, DTMB
cannot ensure that BRS and EDRS data is protected from unauthorized
modification, loss, or disclosure.

DTMB technical standard 1340.00.03 requires the secure establishment,
maintenance, and administration of servers, including operating system software
and data residing on the servers. To achieve a secure operating system, the
standard requires that controls be established to protect information and resources
from unauthorized access. In addition, it requires that the operating system be
installed with a minimal service configuration to reduce the risk of network intrusion
or exploitation of well-known operating system vulnerabilities*.

Our review of the three servers that contained BRS and EDRS disclosed potentially
vulnerable operating system configurations on all three servers. Because of the
confidentiality of operating system configurations, we summarized the results of our
testing for presentation in this finding and provided the detailed results to DTMB.

RECOMMENDATION

We recommend that DTMB fully establish and implement effective security and
access controls over the operating system for BRS and EDRS servers.

AGENCY PRELIMINARY RESPONSE

DTMB agrees with the finding and informed us that it has already established a
number of remediation activities to comply. DTMB indicated that it is in the process
of implementing the Lightweight Directory Access Protocol (LDAP) for
enterprisewide, system level identity management. LDAP integration will provide
additional controls and improve granular access to satisfy access requirements.
Also, DTMB informed us that global data at rest encryption was implemented in
May 2013. In addition, DTMB indicated that it is transitioning to an automated
configuration management tool which will assist in rapidly deploying, maintaining,
and auditing internal control. The configuration management tool will also prevent
changes to the required minimal service configurations and deviations from
approved build procedures.

* See glossary at end of report for definition.
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FINDING
3.

Database Management System Security and Access Controls

DCH, in conjunction with DTMB, had not fully established effective security and
access controls over the BRS and EDRS databases. Fully established database
security and access controls would help prevent or detect inappropriate access of
and modification to BRS and EDRS data.

According to ISO/IEC 27002:2005, Information technology - Security techniques -
Code of practice for information security management, a well-secured database
provides a protected environment to maintain the integrity and confidentiality of
data. Appropriate security controls include using individual user accounts and
passwords, monitoring to ensure that users are performing only the activities which
they are explicitly authorized to perform, and using audit logs to record and monitor
significant events.

Our review of the BRS and EDRS databases disclosed potentially vulnerable
database configurations on both databases. Because of the confidentiality of
database configurations, we summarized the results of our testing for presentation
in this finding and provided the detailed results to DCH and DTMB.

RECOMMENDATION

We recommend that DCH, in conjunction with DTMB, fully establish effective
security and access controls over the BRS and EDRS databases.

AGENCY PRELIMINARY RESPONSE

DCH, in conjunction with DTMB, agrees that it had not fully established effective
security and access controls over the BRS and EDRS databases. The
departments will review all current BRS and EDRS database users and their roles
to:

e Identify access, by user identification (ID) and role, that should be granted to
BRS and EDRS data and ensure that access by role is defined utilizing

standards and best practices.

° Remove access for all user IDs which should not have access to BRS and
EDRS data.

18
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e Correct access rights to ensure the role and function provided for each user of
BRS and EDRS data is based on documentation created and approved by
DCH and DTMB.

e Create quarterly BRS and EDRS database access reports to review and
modify access rights as needed by DCH and DTMB.

e Implement monitoring of access to BRS and EDRS databases to support audit
activities.

In addition, the BRS and EDRS databases will be isolated to ensure that
unrestricted access to data is not allowed. Database access will require the
approval of DCH and DTMB and will be based on roles and functions for each user
ID.

FINDING

4.

EDRS Access Controls

DCH had not fully established and implemented formal access control policies and
procedures over EDRS. Without formal access control policies and procedures,
DCH cannot ensure effective management of user access.

According to the U.S. Government Accountability Office's (GAO's) Federal
Information System Controls Audit Manual (FISCAM), access control policies and
procedures should be formally developed, documented, distributed, and
periodically updated.

Our review of EDRS user access disclosed:

a. DCH did not fully establish and implement formal policies and procedures for
granting user access and assigning and approving users' roles and
permissions within EDRS. According to ISO/IEC 27002:2005, multi-user
systems that require protection against unauthorized access should have the
assignment of privileges controlled through a formal authorization process.
Also, DTMB Administrative Guide policy 1335 requires that a formal process
be developed that limits access to authorized users whose job responsibilities

19
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require such access. Implementing effective access control policies and
procedures would help prevent unauthorized access and granting of privileges
beyond what is necessary for user job responsibilities.

We reviewed access forms for a judgmentally selected sample of 25 of the
281 users with high-risk roles or permissions in EDRS. We noted:

(1) EDRS access forms were not effectively designed. We noted that the
roles and permissions identified on the access form did not reflect the
user roles and permissions available within EDRS. Therefore, DCH is
unable to effectively ensure that roles and permissions granted are
appropriate for the users' job responsibilities because the roles or
permissions requested on the access form do not correspond to the
users' roles and permissions granted in EDRS.

(2) DCH did not restrict DTMB developers' access to EDRS. Our review
noted 3 developers who were granted high-risk user access rights and
permissions to EDRS. As a result, these individuals could access and
change confidential and sensitive data without DCH's authorization or
knowledge. Industry best practices recommend that developers should
not have high-risk access to the application environment.

(3) DCH's Division of Vital Records and Health Statistics (DVRHS) did not
document its approval of the access forms for 22 (88%) of the
25 individuals sampled. Also, DVRHS was unable to locate an access
form for 1 individual. Documenting the authorization of user access helps
to ensure that only appropriate individuals have access to EDRS and that
access is appropriate.

b. DCH did not fully establish and implement formal policies and procedures for
periodically reviewing user access rights and permissions to EDRS.
According to ISO/IEC 27002:2005, management should review user access
rights at regular intervals using a formal process. Without a regular review of
user access rights and permissions, DCH cannot ensure that users' access
rights and permissions to EDRS are appropriately restricted based on the
users' current job responsibilities.
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RECOMMENDATION
We recommend that DCH fully establish and implement formal access control
policies and procedures over EDRS.

AGENCY PRELIMINARY RESPONSE
DCH agrees that it did not fully establish and implement formal access control
policies and procedures over EDRS. DCH indicated that it is working to address
the weaknesses in the following ways:

e DCH is developing a comprehensive, formal written policy on establishing
access to EDRS in conjunction with a plan for distribution and a schedule for
revisiting/updating the plan.

e DCH is redesigning an improved access form. Specifications for permissions
associated with each type of user role have been developed. The assigned
user role will now be indicated on the form as well as any additional
permissions being granted that are not typically associated with the role,
making the permissions assigned to every user readily apparent.

e Access to the EDRS production database by DTMB developers' staff will be
revoked.

e Existing EDRS user access forms will be reviewed and annotated with specific
permissions granted.

e DCH will establish procedures to periodically review user access to EDRS. In
addition, DCH will request an enhancement to EDRS from DTMB that will
allow staff to routinely produce user activity reports. DCH will follow up on
users who have not accessed EDRS within a specific time frame to verify and
update their user status.

21
391-0595-13



GLOSSARY

22
391-0595-13



access controls

application controls

availability

BRS

Center for Internet
Security (CIS)
confidentiality
Control Objectives for
Information and
Related Technology

(COBIT)

database administrator

database management
system

Glossary of Abbreviations and Terms

Controls that protect data from unauthorized modification,
loss, or disclosure by restricting access and detecting
inappropriate access attempts.

Controls that are directly related to individual computer
applications. These controls help ensure that transactions are
valid, properly authorized, and completely and accurately
processed and reported.

Timely and reliable access to data and information systems.

Birth Registry System.

A not-for-profit organization that establishes and promotes
the use of consensus-based best practice standards to raise
the level of security and privacy in IT systems.

Protection of data from unauthorized disclosure.

A framework, control objectives, and audit guidelines
published by the IT Governance Institute as a generally
applicable and accepted standard for good practices for
controls over IT.

The person responsible for both the design of the database,
including the structure and contents, and the access
capabilities of application programs and users of the
database.  Additional responsibilities include operation,
performance, integrity, and security of the database.

A software product that aids in controlling and using the data
needed by application programs. Database management
systems organize data in a database; manage all requests for
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data classification

DCH

DTMB

DVRHS

EDRS

effectiveness

encryption

Federal Information
System Controls Audit
Manual (FISCAM)

file share server
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database actions, such as queries or updates from users;
and permit centralized control of security and data integrity.

The assignment of a level of sensitivity to data (or
information) that results in the specification of controls for
each level of classification. Levels of sensitivity of data are
assigned according to predefined categories as data is
created, amended, enhanced, stored, or transmitted. The
classification level is an indication of the value or importance
of the data to the enterprise.

Department of Community Health.

Department of Technology, Management, and Budget.
Division of Vital Records and Health Statistics.

Electronic Death Registry System.

Success in achieving mission and goals.

The process of taking an unencrypted message (plaintext),
applying a mathematical function to it (encryption algorithm
with a key), and producing an encrypted message
(ciphertext).

A methodology published by the U.S. Government
Accountability Office (GAO) for performing information
system control audits of federal and other governmental
entities in accordance with Government Auditing Standards.
A computer responsible for the central storage and

management of data files so that other computers on the
same network can access the files. A file share server allows

24



general controls

ID

information technology

(M)

integrity

ISACA

ISO/IEC 27002:2005

users to share information over a network without having to
physically transfer files by floppy diskette or some other
external storage device.

The structure, policies, and procedures that apply to an
entity's overall computer operations. These controls include
an entitywide security program, access controls, application
development and change controls, segregation of duties,
system software controls, and service continuity controls.

identification.

Any equipment or interconnected system that is used in the
automatic acquisition, storage, manipulation, management,
movement, control, display, switching, interchange,
transmission, or reception of data or information. It
commonly includes hardware, software, procedures,
services, and related resources.

Accuracy, completeness, and timeliness of data in an
information system.

An independent, nonprofit association that engages in the
development, adoption, and use of globally accepted
knowledge and practices for information systems. ISACA
was previously known as the Information Systems Audit and
Control Association.

A security standard published by the International
Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC) that establishes
guidelines and general principles for initiating, implementing,
maintaining, and improving information security management
in an organization. The objectives outlined in the standard
provide general guidance on the commonly accepted goals of
information security management.
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material condition

National Institute of
Standards and
Technology (NIST)

operating system

performance audit

principle of least
privilege

reportable condition
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A reportable condition that could impair the ability of
management to operate a program in an effective and
efficient manner and/or could adversely affect the judgment
of an interested person concerning the effectiveness and
efficiency of the program.

An agency of the Technology Administration, U.S.
Department of Commerce. NIST's Computer Security
Division develops standards, security metrics, and minimum
security requirements for federal programs.

The essential program in a computer that manages all the
other programs and maintains disk files, runs applications,
and handles devices such as the mouse and printer.

An audit that provides findings or conclusions based on an
evaluation of sufficient, appropriate evidence against criteria.
Performance audits provide objective analysis to assist
management and those charged with governance and
oversight in using the information to improve program
performance and operations, reduce costs, facilitate decision
making by parties with responsibility to oversee or initiate
corrective action, and contribute to public accountability.

The practice of limiting access to the minimal level that will
allow normal functioning. Applied to employees, the principle
of least privilege translates to giving people the lowest level
of user access rights that they can have and still do their jobs.
The principle is also applied to things other than people,
including programs and processes.

A matter that, in the auditor's judgment, is less severe than a
material condition and falls within any of the following
categories: an opportunity for improvement within the context
of the audit objectives; a deficiency in internal control that is
significant within the context of the audit objectives; all
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security

system administrator

vulnerability

instances of fraud; illegal acts unless they are
inconsequential within the context of the audit objectives;
significant violations of provisions of contracts or grant
agreements; and significant abuse that has occurred or is
likely to have occurred.

Safeguarding an entity's data from unauthorized access or
modification to ensure its availability, confidentiality, and
integrity.

The person responsible for administering use of a multiuser
computer system, communications system, or both.

Weakness in an information system that could be exploited or
triggered by a threat.
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